Public PC/Kiosk Setup

Install Ubuntu 14.0.4 LTS Desktop (x64)
1. Bootoffa CD or USB drive
2. Onthe Welcome screen, click: Install Ubuntu
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Frangais You can try Ubuntu without making any changes to your computer, directly from this
.

Gaeilge
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3. On the Preparing to install Ubuntu screen, click: Continue
® =@

Install

Preparing to install Ubuntu

For best results, please ensure that this computer:
o/ has at least 6.5 GB available drive space

98 is connected to the Internet

Ubuntu uses third-party software to play Flash, MP3 and other media, and to work with some graphics and wirfi
hardware. Some of this software tary. i luded withits
documentation.

install this third-party software
Fluendo MP3 plugin ncludes MPEG Layer-3 audio decoding technology icensed from Fraunhafer IS and Technicalor SA
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4. On the Installation type screen,
a. Select: Erase disk and install Ubuntu
b. Click: Install Now
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Installation type

© Erase disk and install Ubuntu
Warning: This willdelete any files on the disk

Encrypt the new Ubuntu installation for security

You will choose a security key n the next step.

Use LVM with the new Ubuntuinstallation

This will et up Logical o

Something else
You can create or resize partitions yourself, o choose multile partitions for Ubuntu.

Quit Back install Now

On the Where are you screen, click: Continue
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New York




6. On the Keyboard layout screen, click: Continue
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Keyboard layout

Choose your keyboard layout:

English (Ghana)

English (Nigeria) English (US) - Cherokee

English (South Africa) English (US) - English (Colemak)

English (UK) English 1 n

English (US) English (US) - English (Dvorak)

Esperanto English (US) - English (Dvorak, international with dead ke

Estonian English (US) - English (Macintosh)
Faroese English (US) - English (US, alternative international)
Filipino Ennlich (116) - Ennlich (1 intarnatinnal with daad Lauc)

Type here to test your keyboard

Detect Keyboard Layout

ek

7. Onthe Who are you screen,

In Yourname, type: Kiosk-admin

In Your computer’s name, type: {computer name}
In Pick a username, type: kiosk-admin

In Choose a password, type: {password}

In Confirm your password, type: {password}

Click Continue
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Who are you?

Your named| kiosk-admin <

Your computer's namef| igapub1 Y

Frhe name it uses when i talk toother computers.
Pick a username | PRI J

Choose a password;

Confirm your password}| @000000e|

Login automatically
© Require my password to login
Encrypt my home Folder

Sack

Installation begins

8.

Install

Welcome to Ubuntu 14.04

Fast and full of new features, the latest
version of Ubuntu makes computing easier
than ever. Here are just a few cool new things
to look out for...

9. On Installation Complete screen, click: Restart Now
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® Installation Complete

6 i lete. You need to restart puter in order to use the

newinstallation.

Restart Now



II. Configure Network Settings
1. Login as: kiosk-admin

kiosk-admin

Guest Session

ubuntu® 14.04 LTS

2. Edit Network settings,
a. Click: Wireless Network icon
b. Click: Edit connections

Ubuntu Desktop

Edit Connections.
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Network Connections window,
a. Select: Wired Connection 1

b. Click: Edit

Network Connections

Network Connections

Name LastUsed «
v Ethernet
Wired connection1 8 minutes ago
Delete...
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4. In Edit Wired Connection 1 window,

Click: IPv4 Settings

Method: Manual

Click: Add

Type: {IP address}, {Netmask}, and {Gateway}
Type: {DNS Servers} (comma separated)

Type: {Search domain}

Click: Save
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Network Connections

c)
method: [ Mancal 4 |
é Addresses
Address Netm J
DNS servers: 8.8.8.88.8.4.4
% search domains: [f iga.local
é ’ Require IPv4 addressing for this connection to complete
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5. In ork Connections window, click: Close
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IL Install additional packages (Openbox, Google Chrome, OpenSSH Server)

1. Open Terminal
2. Add Google Chrome repository
a. Type and Enter (all on one line):
wget -q -0 - https://dl-ssl.google.com/linux/linux_signing key.pub | sudo apt-key add -
b. Type and Enter (all on one line):
sudo sh -c ‘echo “deb http://dl.google.com/linux/chrome/deb stable main” >>
/etc/apt/sources.list.d/google-chrome.list’
3. Type and Enter: sudo apt-get update
4. Type and Enter: sudo apt-get install google-chrome-stable openbox openssh-server
Iv. Create “public” user account
1. Go to System Settings and click User Accounts

@) o)

((((((((

eeeeeeeeeeeeeeeeee

&
)
B
a]
6‘
=



2. Click: Unlock and enter admin password

kiosk-admin

AccountType  Administrator
Language  English (United States)

Login Options
Password

Authenticate

5 Authentication is required to change user data

Authenticationis required to perform this action.

Password:

cancel ] Authenticate

kiosk-admin

Account Type ~ Admiristrator
Language ~ English (Urited states)

Login Options
Password

Automatic Login
Last Login  Logged in History

| Koskadmin gmie
Koiksimn
Add account B

ted states)
Account Type | standard

Fullname ff public|
Username public =

cancel [~ Aga

) Showmy loginname n the menu bar
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Close User Accounts window
6. Set password for public account:
a. Inaterminal window, type and enter: sudo passwd public
b. Type and enter: {admin password}
c. Type and enter: {new password}
d. Re-type and enter: {new password}
Log out
Log in as: public
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kiosk-admin

public

Guest Session

ubuntu® 14.04 LTS
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11.
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13.

Go to System Settings and click Brightness & Lock
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Set the following options and close Brightness & Lock window:
a. Turn screen off when inactive for: Never
b. Lock: Off

Require my password when

K

waking from suspend: Uncheck
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Open Terminal
Type and Enter: google-chrome http://iga.in.gov
In dialog box, click: Ok

¢ Make Google Chrome the default browser
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14. Maximize the Google Chrome browser

15.

Close all open applications and log out

Configure Kiosk Environment

1.
2.
3.

Login in as: kiosk-admin
Open Terminal
Type and Enter: sudo nano /usr/share/xsessions/kiosk.desktop
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Edit the file so it contains the following:

[Desktop Entry]

Encoding=UTF-8

Name=Kiosk Mode

Comment=Chrome Kiosk Mode
Exec=/usr/share/xsessions/chromeKiosk.sh
Type=Application

Press “ctrl+0” to save the file and “ctrl+x” to exit nano
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Type and Enter: sudo nano /usr/share/xessions/chromeKiosk.sh
Edit it the file so it contains the following (replace red text with your values):

#!/bin/bash
xset -dpms
xset s off

openbox-session &

while true; do
rm -rf ~/.{caches}/google-chrome/
sed -i ‘s/Crashed/normal/g’ ~/.config/google-chrome/Default/Preferences
google-chrome --start-maximized --proxy-server="{IP of Proxy Server}” --proxy-bypass-
list="{allowed-domain1.com;*.allowed-domain2.com} http:/ /{allowed-domain1.com}

done
NOTE: If you want just one site to be allowed without any sub-domains use the example “allowed-
domainl.com” in the bypass-list. If you need to allow one domain and all sub-domains use the example

“*.allowed-domain2.com”. Also, make sure that the domains are separated by a semi-colin.

Press “ctrl+o0” to save and “ctrl+x” to exit
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Type and Enter: sudo chmod +x /usr/share/xsessions/chromeKiosk.sh
Go to System Settings, User Accounts

Click the Unlock button (top right corner)

Select: public



11. Set Automatic Login to: On
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public

AccountType  Standard
Language English (United states)

Login Options

Automatic Login
LastLogin  Today, 19:08 History
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12. Logout
VL Set public account to use “Kiosk Mode”
1. Atlogin screen, select public
2. Click the Ubuntu logo next to the name

I - IEDIE

public

ubuntu® 14.04 LTS

3. Choose Kiosk Mode

Select desktop environment

< @ Kiosk Mode

@ Openbox

@ ubuntu (Default)

ubuntu® 14.04 LTS

4. Type password and login
VIL Customize Google Chrome

1. Click the Customize Chrome button and click Settings
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New tab

ctri+T

Indiana General Assembly
2015 Session

New window ctri+N
New incognito window  Ctri+Shift+N

Bookmarks

By Save page as... Ccti+s
o Find. cut+F
- print.. cutep

History cti+H
Downloads ctri+)
Notices >
119th General Assembly

“About Google Chrome
Help




2. Check Show Home button and click the Change link
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Chrome Settings
signin
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Sign in to Chrome

on startup
® Open the New Tab page
Continue where you left off

Open a specific page or set of pages. Set pages

Appearance

Get themes Use Classic theme.

¥ Show Home butt
New Tab page

Use system title bar and borders

3. Select Open this page, set it to http://igai.in.gov, and click OK
I s s ) = s o <\ I

® & @ @ [ chrome:/settings/homePageOverlay =

Home page

Use the New Tab page
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Cancel

VIIL Remove Openbox right-click menu

SSH to Kiosk PC and login as kiosk-admin

Type and Enter: sudo su

Type and Enter: echo 'public ALL=(ALL) NOPASSWD:ALL' >> /etc/sudoers

Type and Enter: sudo apt-get update

Type and Enter: sudo apt-get install obmenu

Go to the Kiosk PC (which should be logged in as public), close Google Chrome and immediately right click on
the Desktop when it is visible.

7. From the pop-up menu, click: Terminal Emulator
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Restart
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8. Type and Enter: sudo obmenu
9. Expand Openbox 3

public@igapubl: ~ =
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Ele Edt Add Help
& | [ Newmenu ¢’ Newitem | |New separator | b}

menu

Terminal emulator item  Execute  x-terminal-emulator

Web browser ftem  Execute  x-www-browser
[Debian menu  Link
separator

dlientlist-menu  menu  Link

=
ObConf item Execute obconf
Reconfigure item  Reconfigure
fem  Restart i
i
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10. Select each item and click the remove icon
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Label [ee  [action  [execute

[~ Openbox 3 menu
Terminal emulator item  Execute  x-terminal-emulator

‘Web browser ftem  Execute  x-www-browser

[Debian menu  Link
separator

clientfist-menu  menu  Link

separator

obConf item  Execute  obconf

Reconfigure item  Reconfigure

Restart item  Restart

separator

i [0
Label [Terminal emulator
id |
Action  Execute -
Exceute [terminal-emulator I

11. The menu should look like this when you are done, click: Save
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12. Close Obmenu

13. Type and Enter: sudo openbox --reconfigure

14. Close Google Chrome and immediately right-click the desktop, the menu should be gone.
15. Close the Terminal Window

16. Go back to your SSH Session (logged in as kiosk-admin)

17. Type and Enter: sudo nano /etc/sudoers

18. Remove: public ALL=(ALL) NOPASSWD:ALL

19. Save and close the file

20. Reboot



